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Embedded Security

The advancements within semiconductor technologies and the increasing
amount of connected objects create the necessity for embedded security.
Markets

Security affects every market and application that uses connectivity to send and receive data. Main differences regarding

the level of protection and measures are based on the risk resulting from hacks as well as the legal framework and
requirements.

P

ﬂﬁj @ oo 28 ﬁ )

0>

Threats Impact
# B o
- Sabotage - deliberate, destructive force used to « Damaged reputation
prevent a system from working as intended. (DDOS » Financial loss
(Distributed Denial of Service), Ransom ware, etc.) » Decreased customer experience
« Reverse engineering - extracting information from a - Intellectual Property (IP) / Data loss
device or system in order to reproduce or copy it. Can « Ransom
also be used to access data on similar devices based on » Legal consequences
the knowledge gained during the reverse engineering » Failure of functional safety systems
process. » Physical impact, injuries

« HW counterfeit - Copy of a device, system or
consumable; often difficult to distinguish from original
and low quality.

« Eavesdropping/ Man-in-the-middle - Breach of
communication or data exchange in order to obtain
information.

Attack Points

Attacks

Remote
Box Internet Q SZE\;\/CBLQ

Miuse of network protocols
- Exploit communication protocol errors
- Flaws in software design / implementation

With the case opened / removed

Board + Test / debug port access

level - Inter device bus and IO probing

- Reset, clock attacks

- Power analysis

- Temperature / electrical attacks (glitch, overvoltage)

attack

Silicon Device de-packaged
level - Circuit analysis and probing
attack - Laser fault injection

All statements are without any engagement. Subject to modifications and amendments.

EBV is a trusted partner for security design and supports you throughout every phase of the development process of
the best suited security solution for your individual requirements.

/ ss Secure-it

Supply Chain Long Term Commitment

Constant support and access to state-of-the-art

Design Support

Assess the level of security required Secure programming and reliable logistics

security technology

Selection and integration of components Personalized hardware and certificates Support through specialized and skilled experts

EBV Personalization services for secure devices

loT — Connections for everything
EBV - Security for everything

Secure-it

Service Offering

« Definition of security requirements

» Device selection

« Customer specific configuration support
» Personalization of secure elements

. LOgiStiCS programming service for security devices. Now you can

Time to change the game

Cheer up those times are over!
EBV is changing the game with an industry first custom

integrate embedded custom security

y into your supply chain at affordable cost, without

Benefits security experience and independently of volumes.

» The personalization takes place in a highly secure and
separated area

« A HSM (High Security Module) ensures highest level of
security for generating keys and certificates

« No investment needed on customer side

« Flexible solution for any quantities

- Fast and secure

» Fits into standard logistics flow Customer
Specific

« Minimized risk of security breaches @ @ Device
= =
—

Personalization Flow 0 0

The defined chip configuration is encrypted and

exported to a file A.T:]
The encrypted file is sent to EBV and exclusively linked How does this integrate

to the customer into your supply chain?

For personalization, the encrypted file is loaded in the
HSM where it’s being decrypted (it will never be visible
to anybody)

How does it work?

- We take “blank” devices
+ We define the OEM certificate and parameters with you
- We program the devices using a Data I/O machine

- We box and ship them using our

Avnet Logistics Backbone
- You receive the security chips ready to drop

Your

them into your application e:;:’::ec;

« Before programming, devices are checked for - That's it! You're ready to market your devices e
iai i equipped with reliable custom security hardware Security
originality e

Device data and secret configuration data are
combined and injected into the device

A log file is generated for each single device and is
available for download for the customer

EBV Personalization services is readyly available to program the following Infineon products: OPTIGA™ Trust E SLS 32AIA; OPTIGA™ Trust X
SLS 32AIA; and OPTIGA™ TPM SLB 9670 VQ2.0; OPTIGA™ TPM SLB 9670 XQ2.0; OPTIGA™ TPM SLM 9670; OPTIGA™ TPM SLI 9670




The implementation and investment in effective security enables you to:
- Build reliable products
- Comply with data protection and safety requirements (e.g. IEC62443, OCF, OPC-UA)

+ Protect IP, products, quality and revenue

+ Prevent legal issues

- Stay in control of products, add-ons, extensions and consumables

Anti Counterfeit

Proof of Originality

One Way Authentication

« Anti cloning

« Overbuild protection

« Accessory ID

» Lifecycle management
» Licensing model

» High value devices
» Router, PLC, analyzer
medical equipment
« Accessories
« Charger, power supply,
probe, game controller,
server blade
- Consumables
- Batteries, medical
disposables, spare parts,
printer cartridge
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Embedded Security
System Integrity + Networking

Authenticity, Privacy

End Node Security
(Two) Way Authentication
Encrytoption

Flexible Crypto Support

« Public key infrastructure « Secure boot
« Exchange of certificates « Secure software update
« Session key generation « Fast en- / decryption
« Sign / verify « Multi protocol support
- Data integrity » |P protection

» |oT Devices » Industrial PCs

Wearables
Industrial controls
Sensors / actuators
- Meters

« Gateways

Control systems
Gateways

Cash registers
Vending machines
Infotainment system

I

Do | talk to a valid partner or device?
« ECC based asymmetric authentication (ECDSA)
« Symmetric authentication (HMAC, CMAC)

O i

Authenticity Integrity Confidentiality

Is the data or code correct or modified? Is the message encrypted and

» System characteristic measurement decrypted securely?
(Measured boot) « Session key agreement (ECDH)
- Conditional key access - Data encryption (AES 128, AES 256)

- Message signing (MAC)

Principles

. e Prove of identity
Authenticity
Node proves
. Verify signature .
Who am | talking to? ¢ l possession of key - Brand protection
Challenge + Node identification
Response
Integrity
Was data manipulatedduring I - + Firmware update
transfer or storage? Generate signature Verify signature . Sensor information
Data + Sign ¢ + Control commands
Data === == Data
g NI SE generates
Confidentiality « s 9
- ” session key
How can data be protected I | - SW protection (IP)
during transfer or storage? ¢ ‘ - Sensitive data
D%&*~§
Data == > == Data

The key to successful security implementations: Finding the balanced solution in your window of acceptable security

Cost Window of oportunity
max.
Cost
» Security
Use Cases

« Secure cloud connection

« Login token (e.g. to cloud application)

» Prevent hardware copy

» Detect fake firmware

» |dentify connected device

« Lifecycle management

« Enforce original hardware in safety applications
» Privacy protection

- Data protection

» Remote device configuration / maintenance
» Secure data channel

There is no “absolute” level of security — however there is a
window of opportunity which makes hacking the device
economically uninteresting. The maximum cost and the
minimum expenses to achieve this level of protection
define this window.

Note: Security cannot be implemented into applications retrospectively, but
has to be included in the design from the very beginning. A security flaw is
never an isolated mistake but a system solution shortcoming.

Applications

« Router / switch

- PLC

» Industrial computer

» Medical / healthcare

« Accessories

« Spare parts / option boards
- Batteries

- Consumables

« |oT device

» Smart home & building
» Lighting

« Cash register / POS

« Commercial vehicle

« Infotainment

« Smart grid / metering



Security should be implemented in all layers of a design

The level of security depends on

how secrets are
- generated
- stored
- handled

Root of trust

Trust

Software Security
Os, firewall, virusscanner

Hardware + Software
Secure boot, secure data storage,

network security

Hardware Security
Secure key storage, crypto acceleration,
authentication

Organizational Security
Security policies, access to information

Physical Security
Access control, tamper protected case, alarm systems

IT security

EBV

Partner
network

Authentication

Product name

Product description

Interfaces
EEPROM
NVM
RAM
CPU
Symmetrical cryptography

Asymmetrical cryptography

Ambient temperature

Delivery forms

Typical applications

Certifications

EBV personalization services

Enhanced authentication solution
for high-value goods
12C

3 kByte

16-bit

ECC 256-bit

-40°C to +85°C

USON-10-2
PKI networks, consumer electronics,
smart home, industrial automation,
Internet of Things (IoT),
authentication of system services
and accessories, original
replacement parts, smart metering,
system configuration management,
IP/software protection

available

Enhanced device security solution

12C

10 kByte

16-bit

ECC 256-bit

"SLS32AIA020X4 standard:
-25to +85°C
SLS32AIA020X2 extended:
-40 to +105°C"
USON-10-2
Internet of Things (IoT), smart home,
industrial automation, consumer
electronics, smart metering,
authentication of system services
and accessories, original
replacement parts, secure
communication, IP/software
protection
EAL6+ (high) for the HW

available

Turnkey solutions

‘ OPTIGA™ TRUST E SLS 32AIA ‘ OPTIGA™ Trust X SLS 32AIA ‘ OPTIGA™ TRUST M SLS 32AIA

Enhanced device security solution

12C (shielded connection)

10 kByte

16-bit
ECC 256-bit, ECC 384-bit, RSA
1024-bit, RSA 2048-bit
"SLS32AIA010MS standard:
-25to +85°C ;
SLS32AIA010MH extended:
-40 to +105°C"
USON-10

Mutual authentication, secured
communication, secured updates,
key provisioning, life- cycle
management, data store protection,
power management, platform

integrity protection

CC EAL6+ (high) for HW




Trusted Computing

Product name

OPTIGA™ TPM SLB
9645TT1.2

OPTIGA™ TPM SLB
9645XT1.2

OPTIGA™ TPM SLB
9645VQ1l.2

OPTIGA™ TPM (Trusted Platform Module)

OPTIGA™ TPM SLB
9645XQ1.2

OPTIGA™ TPM SLB
9660TT1.2

OPTIGA™ TPM SLB
9660XT1.2

OPTIGA™ TPM SLB
9660VQl.2

OPTIGA™ TPM SLB
9660XQ1.2

OPTIGA™ TPM SLB
9665TT2.0

Product description

Interfaces

Symmetrical
cryptography

Asymmetrical
cryptography

Ambient temperature
Package

Typical applications

Certifications

Standard

Product name

The Infineon OPTIGA™ TPM

(Trusted Platform Module) is a

standardized security
controller which provides a
wide range of security
functions for computing
platforms and embedded
systems.
12C

AES, HMAC, SHA-1

RSA1024, RSA2048

-20°C to +85°C
TSSOP-28

PC and mobile computing on
non-x86 platforms; embedded
devices e.g.communication,
gateways, printer,PoS systems,

networking, ATMs

based on CC EAL4+ certified

HW

Version 1.2 Rev. 116

The Infineon OPTIGA™ TPM
(Trusted Platform Module) is a
standardized security
controller which provides a
wide range of security
functions for computing
platforms and embedded
systems.
12C

AES, HMAC, SHA-1

RSA1024, RSA2048

-40°C to +85°C
TSSOP-28

PC and mobile computing on
non-x86 platforms; embedded
devices e.g. communication,
gateways, printer, PoS systems,
networking, ATMs

based on CC EAL4+ certified
HW

Version 1.2 Rev. 116

The Infineon OPTIGA™ TPM
(Trusted Platform Module) is
standardized security
controller which provides a
wide range of security
functions for computing
platforms and embedded
systems.
12C

AES, HMAC, SHA-1

RSA1024, RSA2048

-20°C to +85°C
VQFN-32

PC and mobile computing on
non-x86 platforms; embedded
devices e.g. commmunication,
gateways, printer, PoS systems,

networking, ATMs

based on CC EAL4+ certified

HW

Version 1.2 Rev. 116

The Infineon OPTIGA™ TPM

a (Trusted Platform Module) is a

standardized security
controller which provides a
wide range of security
functions for computing
platforms and embedded
systems.

12C

AES, HMAC, SHA-1

RSA1024, RSA2048

-40°C to +85°C
VQFN-32

networking, ATMs

HW

Version 1.2 Rev. 116

PC and mobile computing on
non-x86 platforms; embedded
Devices e.g. communication,
gateways, printer, PoS systems,

based on CC EAL4+ certified

The Infineon OPTIGA™ TPM
(Trusted Platformn Module) is a
standardized security
controller which provides a
wide range of security
functions for computing
platforms and embedded
systems.

LPC

AES, HMAC, SHA-1

RSA1024, RSA2048

-20°C to +85°C
TSSOP-28
PC and mobile computing with
Intel x86, ARM platforms and
others; embedded devices e.g.
communication, gateways,
printer, PoS systems,
networking, ATMs
"CC EAL4+,
FIPS 140-2 level 2 (with FW
update)"
Version 1.2 Rev. 116

The Infineon OPTIGA™ TPM
(Trusted Platform Module) is a
standardized security
controller which provides a
wide range of security
functions for computing
platforms and embedded
systems.

LPC

AES, HMAC, SHA-1

RSA1024, RSA2048

-40°C to +85°C
TSSOP-28
PC and mobile computing with
Intel x86, ARM platforms and
others; embedded devices e.g.
communication, gateways,
printer, PoS systems,
networking, ATMs
"CC EAL4+,
FIPS 140-2 level 2 (with FW
update)"
Version 1.2 Rev. 116

The Infineon OPTIGA™ TPM
(Trusted Platform Module) is a
standardized security
controller which provides a
wide range of security
functions for computing
platforms and embedded
systems.

LPC

AES, HMAC, SHA-1

RSA1024, RSA2048

-20°C to +85°C
VQFN-32
PC and mobile computing with
Intel x86, ARM platforms and
others; embedded devices e.g.
communication, gateways,
printer, PoS systems,
networking, ATMs
"CC EAL4+,
FIPS 140-2 level 2 (with FW
update)"
Version 1.2 Rev. 116

The Infineon OPTIGA™ TPM
(Trusted Platform Module) is a
standardized security
controller which provides a
wide range of security
functions for computing
platforms and embedded
systems.

LPC

AES, HMAC, SHA-1

RSA1024, RSA2048

-40°C to +85°C
VQFN-32
PC and mobile computing with
Intel x86, ARM platforms and
others; embedded devices e.g.
communication, gateways,
printer, PoS systems,
networking, ATMs
"CC EAL4+,
FIPS 140-2 level 2 (with FW
update)"
Version 1.2 Rev. 116

The Infineon OPTIGA™ TPM
(Trusted Platform Module) is a
standardized security
controller which provides a
wide range of security
functions for computing
platforms and embedded
systems.

LPC
AES, HMAC, SHA-1, SHA-256

ECC, ECC BN-256, ECC NIST
P-256, ECC256, ECDH, RSA1024,
RSA2048
-20°C to +85°C
TSSOP-28
PC and mobile computing with
Intel x86, ARM platforms and
others; embedded devices e.g.
communication, gateways,
printer, PoS systems,
networking, ATMs
"CC EAL4+,

FIPS 140-2 level 2 (with FW
update)"

Version 2.0 Rev. 01.16

OPTIGA™ TPM SLB
9665XT2.0

OPTIGA™ TPM SLB

OPTIGA™ trusted platform module (TPM)

OPTIGA™ TPM SLB

OPTIGA™ TPM SLB

OPTIGA™ TPM SLB

OPTIGA™ TPM SLB

OPTIGA™ TPM SLB

OPTIGA™ TPM Industrial

OPTIGA™ TPM SLM 9670

OPTIGA™ TPM
Automotive

OPTIGA™ TPM SLI 9670

Product description

Interfaces
Symmetrical
cryptography

Asymmetrical
cryptography

Ambient temperature
Package

Typical applications

Certifications

Standard
Qualification

EBV personalization
services

The Infineon OPTIGA™ TPM
(Trusted Platform Module) is
a standardized security
controller which provides a
wide range of security
functions for computing
platforms and embedded
systems.

LPC
AES, HMAC, SHA-1, SHA-256

ECC, ECC BN-256, ECC NIST
P-256, ECC256, ECDH,
RSA1024, RSA2048
-40°C to +85°C
TSSOP-28
PC and mobile computing
with Intel x86, ARM platforms
and others; embedded
devices e.g. communication,
gateways, printer, PoS
systems, networking, ATMs
"CC EAL4+,

FIPS 140-2 level 2 (with FW
update)"

Version 2.0 Rev. 01.16

9665VQ2.0
The Infineon OPTIGA™ TPM
(Trusted Platform Module) is
a standardized security
controller which provides a
wide range of security
functions for computing
platforms and embedded
systems.

LPC
AES, HMAC, SHA-1, SHA-256

ECC, ECC BN-256, ECC NIST
P-256, ECC256, ECDH,
RSA1024, RSA2048
-20°C to +85°C
VQFN-32
PC and mobile computing
with Intel x86, ARM platforms
and others; embedded
devices e.g. communication,
gateways, printer, PoS
systems, networking, ATMs
"CC EAL4+,

FIPS 140-2 level 2 (with FW
update)"

Version 2.0 Rev. 01.16

9665XQ2.0
The Infineon OPTIGA™ TPM
(Trusted Platform Module) is
a standardized security
controller which provides a
wide range of security
functions for computing
platforms and embedded
systems.

LPC
AES, HMAC, SHA-1, SHA-256

ECC, ECC BN-256, ECC NIST
P-256, ECC256, ECDH,
RSA1024, RSA2048
-40°C to +85°C
VQFN-32
PC and mobile computing
with Intel x86, ARM platforms
and others; embedded
devices e.g. communication,
gateways, printer, PoS
systems, networking, ATMs
"CC EAL4+,

FIPS 140-2 level 2 (with FW
update)"

Version 2.0 Rev. 01.16

9670VQl.2
The Infineon OPTIGA™ TPM
(Trusted Platform Module) is
a standardized security
controller which provides a
wide range of security
functions for computing
platforms and embedded
systems.

SPI

AES, HMAC, SHA-1

RSA1024, RSA2048

-20°C to +85°C
VQFN-32
PC and mobile computing
with Intel x86, ARM platforms
and others; embedded
devices e.g. communication,
gateways, printer, PoS
systems, networking, ATMs
"CC EAL4+,
FIPS 140-2 level 2 (with FW
update)"
Version 1.2 Rev. 116

9670XQ1.2
The Infineon OPTIGA™ TPM
(Trusted Platform Module) is
a standardized security
controller which provides a
wide range of security
functions for computing
platforms and embedded
systems.

SPI

AES, HMAC, SHA-1

RSA1024, RSA2048

-40°C to +85°C
VQFN-32
PC and mobile computing
with Intel x86, ARM platforms
and others; embedded
devices e.g. communication,
gateways, printer, PoS
systems, networking, ATMs
"CC EAL4+,
FIPS 140-2 level 2 (with FW
update)"
Version 1.2 Rev. 116

9670VQ2.0
The Infineon OPTIGA™ TPM
(Trusted Platform Module) is
a standardized security
controller which provides a
wide range of security
functions for computing
platforms and embedded
systems.

SPI
AES, HMAC, SHA-1, SHA-256

ECC, ECC BN-256, ECC NIST
P-256, ECC256, ECDH,
RSA1024, RSA2048
-20°C to +85°C
VQFN-32
PC and mobile computing
with Intel x86, ARM platforms
and others; embedded
devices e.g. communication,
gateways, printer, PoS
systems, networking, ATMs
"CC EAL4+ & FIPS 140-2 level
2
combined certification"

Version 2.0 Rev. 01.38

available

9670XQ2.0

The Infineon OPTIGA™ TPM
(Trusted Platform Module) is

a standardized security
controller which provides a

wide range of security

functions for computing
platforms and embedded

systems.
SPI

AES, HMAC, SHA-1, SHA-256

ECC, ECC BN-256, ECC NIST
P-256, ECC256, ECDH,
RSA1024, RSA2048
-40°C to +85°C
VQFN-32
PC and mobile computing
with Intel x86, ARM platforms
and others; embedded
devices e.g. communication,
gateways, printer, PoS
systems, networking, ATMs
"CC EAL4+ & FIPS 140-2 level
2
combined certification"

Version 2.0 Rev. 01.38

available

The Infineon OPTIGA™ TPM (Trusted Platform
Module) SLM 9670 is a special model of OPTIGA™
TPM that meets the requirements of industrial and
other demanding applications, where key
requirements include an extended temperature

range (-40 to +105°C), extended lifetime, long-lasting

supply availability in combination with industrial
quality grade.
SPI

HMAC, SHA-1, SHA-256
ECC, ECC BN-256, ECC NIST P-256, ECC256, ECDH,
RSA1024, RSA2048

-40°C to +105°C
VQFN-32
Industrial computing, industrial PCs, servers, tablets,
single-board computers, programmable logic
controllers (PLCs), industrial networking

infrastructure & equipment, industrial servers,
gateways, routers, switches

CC EAL4+, FIPS 140-2

Version 2.0 Rev. 1.38

available

Security cryptocontroller for

automotive use cases

SPI

HMAC, SHA-1, SHA-256

ECC, ECC BN-256, ECC NIST
P-256, ECC256, ECDH,
RSA1024, RSA2048
-40°C to +105°C
VQFN-32

Automotive security

CC EAL4+, FIPS 140-2

Version 2.0 Rev. 1.38
AEC-Q100

available




Evaluation Boards

OPTIGA™ TPM (Trusted Platform Module)
Product name

PTIGA™ Tr! o 4o
OPTIGA™ Trust OPTIGA™ TPM Iridiumboards OPTIGA™ TPM Xenonboards
Evaluation Kits
S2Go Security S2Go Security S2Go Security MY IOT ADAPTER OPTIGATM Trust E TPM SLB 9645 IRIDIUM9670 IRIDIUM9670 IRIDIUM SLI9670 IRIDIUM SLM9670 TPM701.2 TPM 70 2.0
OPTIGA™ TrustE OPTIGA™ Trust X OPTIGA™ Trust M EVALKIT IRIDIUMBOARD TPM1.2 LINUX TPM2.0 LINUX TPM2.0 LINUX TPM2.0 LINUX XENONBOARD XENONBOARD
Picture
With the XMC4800
This Shield2Go board is = This Shield2Go boardis = This Shield2Go board is
controller as the host
equipped with one equipped with one equipped with one
on the evaluation kit "Infineon TPM SLB 9670  "Infineon TPM SLB 9670
OPTIGA™ Trust E OPTIGA™ Trust X OPTIGATM Trust M "Infineon TPM SLB 9645  "Infineon TPM SLB 9670  "Infineon TPM SLB 9670 "Infineon TPM SLI 9670
By combining allows users to connect Infineon TPM SLM 9670 Xenon is an add-on
security chip and security chip and security chip and Iridium add-on board Iridium Iridium Iridium
Shield2Go boards with to the OPTIGATM Trust
comes with a comes with a comes with a for Raspberry Piand add-on board for add-on board for
the Infineon My loT M (SLS 32AlA) through
Product ready-to- use Arduino  ready-to- use Arduino  ready-to- use Arduino BeagleBoard xM. For
. ae adapter, customized the 12C interface.
description library. By combining library. By combining library. By combining
Shield2Go boards with  Shield2Go boards with

Configuration

Typical
applications

Qualification
Input type

Supply voltage
min

Supply voltage
max

Supply voltage

Infineon MyloT
adapters, customized
system solutions can

be developed.

Device authentication,
embedded systems
networked over the IoT,
industrial control and
automation, medical
devices, consumer
electronics, smart

home, PKI networks

Consumer, industrial

equipment, industrial
servers, gateways,
routers, switches

Consumer, industrial Consumer, industrial Consumer, industrial Consumer, industrial Consumer, industrial Consumer, industrial Consumer, industrial - -

DC DC DC DC DC DC DC DC DC DC DC DC
313V 313V 313V 315V 313V 1.65V 1.65V 1.65V 1.65V 165V 1.65V 1.65V
3.63V 3.63V 3.63V 5V 3.63V 3.6V 3.6V 3.6V 3.6V 3.6V 3.6V 3.6V

- - - - 33V 3.3V 33V 33V 3.3V 33V 33V 3.3V

Infineon MyloT
adapters, customized
system solutions can

be developed.

"Embedded systems
networked over the |oOT,
industrial control and
automation, medical
devices,
consumer electronics,
smart home, PKI

networks"

Consumer, industrial

Shield2Go boards with
Infineon MyloT
adapters, customized

system solutions can

be developed.

Embedded systems

networked over the 0T,

industrial control and

automation, medical
devices, consumer
electronics, smart

home, PKI networks

system solutions can
be developed and

evaluated.
Infineon Shield2Go
boards

Device authentication,

embedded systems

networked over the IoT,

industrial control and

automation, medical
devices, consumer
electronics, smart

home, PKI networks

Customers can use this
evaluation kit to either
debug the host lib
code or demonstrate
major features of the

OPTIGATM Trust M.

integration

into the corresponding

platform OS (Linux, Win

10 loT, etc.)."

SLB 9645 TPM 1.2 for

Device authentication,
embedded systems
networked over the I0T,
industrial control and
automation, medical
devices, consumer
electronics, smart

home

Embedded computing,

trusted computing

Raspberry Pi

Embedded computing,

Raspberry Pi. For Raspberry Pi. For
integration into the integration into the
corresponding corresponding

platform OS (Linux, Win = platform OS (Linux, Win
10 loT, etc.)." 10 loT, etc.)." etc.)."

SLB 9670 TPM 1.2 for SLB 9670 TPM 2.0 for
Raspberry Pi Raspberry Pi Raspberry Pi

Embedded computing,
trusted computing trusted computing

add-on board for
Raspberry Pi. For

integration into the
corresponding

platform OS (Linux

SLI 9670 TPM 2.0 for

Automotive security

Iridium add-on board
for Raspberry Pi. For

integration into the

corresponding

platform OS (Linux, Win

10 loT, etc.).

SLM 9670 TPM 2.0 for
Raspberry Pi
Industrial computing,
industrial PCs, servers,
tablets, single-board
computers,
Programmable Logic
Controllers (PLCs),
industrial networking

infrastructure &

Xenon is an add-on
board for the PC board for the PC
platform. For platform. For
integration into the integration into the
corresponding corresponding
platform OS platform OS
(Windows, Linux, Win 10

(Windows, Linux, Win 10
|oT, etc.)."

|oT, etc.)."
SLB 9670 TPM 1.2 fora SLB 9670 TPM 2.0 for a

PC platform PC platform
Embedded computing, Embedded computing,

trusted computing trusted computing

n



EBV European Headquarters
EBV Elektronik GmbH & Co. KG | DE-85586 Poing | Im Technologiepark 2-8 | Phone: +49 8121 774 O

EBV Regional Offices i status June 202

AUSTRIA

1120 Wien

GrlnbergstraBe 15/1, 4. Stock
Phone: +43 189152 0

Fax: +43 189152 30

BELGIUM

1831 Diegem

De Kleetlaan 3
Phone: +32 2 716001 0
Fax: +32 272081 52

BULGARIA

1505 Sofia

48 Sitnyakovo Blvd., Serdika
offices,10th floor, Unit 1006
Phone: +359 2 9264 337
Fax: +359 2 9264133

CZECH REPUBLIC

18600 Prague

Amazon Court, Karolinska 661/4
Phone: +420 2 34091 01

Fax: +420 2 34091 010

DENMARK

8230 Abyhgj

Ved Lunden 10-12, 1. sal
Phone: +45 8 6250 466
Fax: +45 8 6250 660

ESTONIA

80042 Parnu

Suur-Joe 63

Phone: +372 5 8864 446

FINLAND

02180 Espoo
Klovinpellontie 1-3, 6" floor
Phone: +358 9 2705279 O
Fax: +358 9 27095498

FRANCE

91300 Massy Cedex (Paris)
Le Copernic bat B

12 rue Jean Bart

Phone: +33 1644729 29

35700 Rennes

16, Rue de Jouanet
Phone: +33 2 998300 51
Fax: +33 2 998300 60

67400 lllkirch Graffenstaden
35 Rue Gruninger

Phone: +33 3 904005 92
Fax: +33 3 886511 25

31500 Toulouse

8 chemin de la terrasse
Parc de la plaine
Phone: +33 5 610084 61
Fax: +33 5 610084 74

69693 Venissieux (Lyon)
Parc Club du Moulin a Vent
33, Av. du Dr. Georges Lévy
Phone: +33 4 727802 78
Fax: +33 4780080 81

GERMANY

85609 Aschheim-Dornach
Einsteinring 1

Phone: +49 89 388 882 0
Fax: +49 89 388 882 020

10553 Berlin
Kaiserin-Augusta-Allee 14
Phone: +49 30 747005 O
Fax: +49 30 747005 55

Technology. Passion. EBV.
ebv.com

30938 Burgwedel
Burgdorfer StraBe 2
Phone: +49 5139 8087 O
Fax: +49 5139 8087 70

59439 Holzwickede
WilhelmstraBe 1

Phone: +49 2301 94390 O
Fax: +49 2301 94390 30

41564 Kaarst

An der Gimpgesbriicke 7
Phone: +49 2131 9677 O
Fax: +49 2131 9677 30

71229 Leonberg

Neue RamtelstraBe 4
Phone: +49 7152 3009 O
Fax: +49 7152 759 58

90471 NUrnberg
Lina-Ammon-StraBe 198
Phone: +49 911 817669 0O
Fax: +49 911 817669 20

04435 Schkeuditz
Frankfurter StraBe 2
Phone: +49 34204 4511 0
Fax: +49 34204 4511 99

78048 VS-Villingen
Marie-Curie-StraBe 14
Phone: +49 7721 99857 O
Fax: +49 7721 99857 70

65205 Wiesbaden
BorsigstraBe 36

Phone: +49 6122 8088 0
Fax: +49 6122 8088 99

HUNGARY

M7 Budapest

Budafoki Gt 91-93, West Irodahaz
Phone: +36 143672 29

Fax: +36143672 20

ISRAEL

4581500 Bnei Dror
Tirosh 1

Phone: +972 9 77802 60
Fax: +972 3 7601115

ITALY

20095 Cusano Milanino (MI)
Via Alessandro Manzoni, 44
Phone: +39 02 660962 90
Fax: +39 02 660170 20

50019 Sesto Fiorentino (Fl)
Via Lucchese, 84/B
Phone: +39 05 543693 07
Fax: +39 05 542652 40

41126 Modena (MO)

Via Scaglia Est, 31

Phone: +39 059 292 4211
Fax: +39 059 292 9486

00139 Roma (RM)

Via de Settebagni, 390
Phone: +39 06 4063 665/789
Fax: +39 06 4063 777

35030 Sarmeola di Rubano (PD)
Piazza Adelaide Lonigo, 8/11
Phone: +39 049 89747 O1

Fax: +39 049 89747 26

10144 Torino (TO)

Via Treviso, 16

Phone: +39 011 26256 90
Fax: +39 011 26256 91

IRELAND

Fitzwilliam Hall
Fitzwilliam Place
Dublin 2

D02 T292

Phone: +353 14097 802
Fax: +353 14568 544

NETHERLANDS
Zonnebaan 9

3542 EA Utrecht
Phone: +31 346 5830 10
Fax:  +31346 5830 25

NORWAY

181 Oslo
Brannfjellveien 11
Phone: +47 22 6717 80
Fax:  +4722 6717 89

POLAND

80-838 Gdansk

Targ Rybny 11/12
Phone: +48 58 30781 00

P02-676 Warszawa
Postepu 14
Phone: + 48 22 209 88 05

50-062 Wroclaw

Pl. Solny 16

Phone: +48 71 34229 44
Fax: +48 7134229 10

PORTUGAL

4400-676 Vila Nova de Gaia Unipessoal
LDA / Edificio Tower Plaza

Rotunda Eng. Edgar Cardoso, 23 - 14°G
Phone: +351 22 092026 O

Fax: +35122 092026 1

ROMANIA

020334 Bucharest

4C Gara Herastrau Street

Building B, 2nd Floor - 2nd District
Phone: +40 21 52816 12

Fax: +40 2152816 01

RUSSIA

620028 Ekaterinburg
Tatischeva Street 49A
Phone: +7 343 31140 4
Fax:  +7 343 31140 46

127486 Moscow
Korovinskoye Shosse 10,
Build 2, Off. 28

Phone: +7 495 730317 0
Fax: +7 495 7303171

197374 St. Petersburg

Atlantic City, Savushkina str 126,
lit B, premises59-H, office 17-2
Phone: +7 812 635706 3

Fax: +7 812 635706 4

SERBIA

11070 Novi Beograd
Milentija Popovica 5B
Phone: +381 11 40499 01
Fax: +381 11 40499 00

SLOVAKIA

82109 Bratislava

Turcianska 2 Green Point Offices
Phone: +421 2 3211114 1

Fax: +4212 3211M4 0

SLOVENIA

1000 Ljubljana
Dunajska cesta 167
Phone: +386 15609 778
Fax: +386 15609 877

SOUTH AFRICA

7700 Rondebosch, Cape Town
Belmont Office Park, Belmont Road
1st Floor, Unit 0030

Phone: +27 21 402194 O

Fax: +27 21 4196256

3629 Westville

Forest Square,l1 Derby Place
Suite 4, Bauhinia Building
Phone: +27 31 27926 00

Fax: +27 3127926 24

2128 Rivonia, Sandton
Johannesburg

33 Riley Road

Pinewood Office Park
Building 13, Ground Floor
Phone: +27 11 23619 00
Fax: +27 11 23619 13

SPAIN

08014 Barcelona

c/Tarragona 149 - 157 Planta 19 1°
Phone: +34 93 47332 00

Fax: +34 93 47363 89

39005 Santander (Cantabria)
Racing n° 5 bajo

Phone: +34 94 22367 55
Phone: +34 94 23745 81

28760 Tres Cantos (Madrid)
c/Ronda de Poniente 14 - 22 planta
Phone: +34 91 80432 56

Fax: +34 91 80441 03

SWEDEN

16440 Kista

Isafjordsgatan 32B, Floor 6
Phone: +46 859 47023 O
Fax: +46 859 47023 1

SWITZERLAND

8953 Dietikon
Bernstrasse 394
Phone: +41 44 74561 61
Fax: +41 44 74561 00

TURKEY

06520 Ankara

Armada Is Merkezi
Eskisehir Yolu No: 6, Kat: 14
Ofis No: 1406, Sogutozu
Phone: +90 312 2956 361
Fax: +90 216 5288311

34774 Umraniye / Istanbul
Tatlisu Mahallesi Pakdil Sokak 7
Phone: +90 216 528831 0

Fax: +90 216 5288311

35580 Izmir

Folkart Towers

Manas Blv. No 39 B Blok
Kat: 31 Ofis: 3121

Phone: +90 232 390 9196
Fax: +90 216 5288311

UKRAINE

03040 Kiev

Vasilovskaya str. 14

off. 422-423

Phone: +380 44 496222 6
Fax: +380 44 4962227

UNITED KINGDOM
Maidenhead (South)
Berkshire, SL6 7RJ

2, The Switchback
Gardner Road

Phone: +44 16 28778556
Fax: +4416 28783811

Manchester (North)

M22 5WB

Manchester International Office Centre
Suite 3E (MIOC) Styal Road

Phone: +44 16 149934 34

Fax: +4416 149934 74
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