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Introduction

1. Introduction

When dealing with RF systems it is often necessary to investigate the packet data
transmitted by an existing device. If the parameters of the physical layer (frequency,
datarate and modulation) are known, the AXSEM DVK (DVK-2 as well as F143-MINI-
DVK) can be used to investigate the packet data.

This document describes how to display the data transmitted by a given device using the
AXSEM DVK and the AX-RadiolLAB software.
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Create a new AX-RadioLAB Project. Make sure “"RX continuous” mode is selected.

In the Kit Configuration panel: Select DVK-2 or F143-MINI-DVK according to your
hardware. Make sure “Output on debug link” is enabled.

In the PHY panel: Configure the known physical parameters. Disable all encodings if
unsure.

Finally the SYNC WORD or Start Frame Delimiter (SFD) has to be configured in the
framing panel. It should be understood, that the receiver is continuously running and
there is no triggering on RF energy. The receiver is thus continuously receiving
random data from the noise except for the very moments when your device is
transmitting. However, the received data is discarded by the receiver unless the
configured SYNC WORD is matched. After matching the configured SYNC WORD a
configurable number of data data bytes is received into the radio FIFO. The
microcontroller will then display the data via the debug link interface.

If you happen to know the SYNC WORD transmitted by your device you can simply
enter it into the SYNC WORD field of the framing panel and select the right length in
the “Syncword length” field. Note that the representation of the SYNC WORD field in
the framing panel is always MSB first. (The MSB first option in the framing panel only
affects the fields after the SYNC WORD.)

If you don’t know the SYNC WORD used by your device it is recommended to trigger
on the preamble. In most cases the device will transmit a series of 10101010 as a
preamble. One option is to configure the matching of a 32 bit SYNC WORD of
55:55:55:55 or AA:AA:AA:AA. Those 32 bit sequences are unlikely to appear in the
noise and thus the receiver will only trigger if preamble is received. The data received
into the radio FIFO consists of more preamble bits appearing after the match, the
transmitted SYNC WORD and the transmitted payload. The drawback is, that the
exact trigger position inside the preamble is not well defined this way. Thus each
received packet will be preceeded by an arbitrary number of preamble bits, which is
inconvenient. A more clever approach is to configure matching a 32 bit SYNC WORD
of 55:55:55:54 or AA:AA:AA:AB. (Try both!) Matching 0101..010100 or
1010...101011, i.e. the end of the preamble, will match a well defined point in the bit
stream. This prevents each received packet from being displayed arbitrarily bit-
shifted. However, the matching will eat one or more bits of the transmitted SYNC
WORD (depending on the exact SYNC WORD). Thus the packet will not be displayed in
a byte synchronized manner. The synchronization can be shifted by inspecting the
received data and configuring the SYNC WORD field to match n more bit from the
beginning of the received data. (At the expense of n bits of the 0101 sequence, since
matching is restricted to 32 bit.) Note: The representation of the SYNC WORD in the
framing panel is always MSB first. For dealing with the SYNC WORD as just described
it is therefore convenient to represent the received data MSB first as well. This is
achieved by checking “send MSB first” in the framing panel. Note: with zero a priori
knowledge about the packet it may be impossible to determine the borders between
preamble, SYNC WORD and actual packet.
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Address matching and length byte should be disabled. MAC header length should be
set to 0. The DATA field of the framing panel should contain N arbitrary bytes. This
causes the receiver to receive fixed length packets of N bytes. CRC checking should

be off.
B 7x5043 Framing
FramingMoce Fam Patenll O YNC WORD Fixed packet length, | Determines CRC
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Note: In AX-Gen2-RadioLAB for AX5051 (rather than AX-RadioLAB for AX5043) it is
not possible to disable CRC checking in the framing panel. Therefore it is necessary to
manually disable CRC checking in the code. After opening the AXCode::Blocks IDE
(see below) open AX_Radio_Lab_output/config.c and change to body of th function
axradio_framing_check_crc(const uint8_t _ xdata *pkt, uintl6_t cnt) to “return 1;”.
Note that this change gets overwritten each time you save changes in the AX-
RadiolLAB GUI.

After configuring all parameters press the yellow “calculate registers”, then the orange
“Save & Write Output” button in the AX-RadioLAB main panel. Then press the light
green “Edit Slave” button. This opens the AXCode::Blocks IDE. Connect the F143-
MINI-DVK or DVK2 with plugged in RF module to the computer. Compile and
download the software onto the DVK using the “play” shaped “Debug / Continue”
button in the IDE.

Enable the Debug Link window using the “"Debugging Windows” button.

Received packet data should now appear in the Debug Link window. If nothing is
received, try changing the SYNC WORD matching from 55:55:55:54 to AA:AA:AA:AB.
And check the physical parameters. If your device transmits very short preambles
only it may be necessary to decrease the “Syncword length”. Mind, that this will lead
to more frequent spurious matches, however.
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E] - AxCode::Blocks 1.10 (12.11)
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Brolacks NEvIoo 1 /%% \file SLAVE\main.c Az = 10
Q) Workspace z * spavE
= 5 stave 3 + \brief Code skeleton for JLAVE module, illustrating reception Jof packets. SLAVE DX CONT
& sources 4 # \brief The packet formatfis determined by AX-RadiolAB outputidonfig.c, produced by the X counter= 1 length= 16 RSST=-120
B Headers s " - freqofrsst=  —Z0Hz/ Hz
6 * 000: 65 A 66 AB 21 98 §9 FO Ol §4 CD DE 23 7D BE 80
-
5 B coumter= 2 length- 16 BSST--116
o fraqofrset= s5Hz/ szHz
10 000: 66 AL 66 AB Z1 98 52 28 0L £4 CD DC 22 3D A2 94
B cownters 3 lengrhe 16 BSSI=-106
frequifset=  —7T1Hz/ oHz
H \\} R ”
"Debug / Continue wi 000: 66 AL 66 AB ZL 95 56 48 OL 54 €D DC 23 3C 7 Sk
25 .
z¢ watch received data
23
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3z
33
34
35
36
37 #include "../RX Radio_Lab_output/configslave.h”
33
39 #include <axB052£143.h>
40 #include <libmftypes.h>
41 #include <libmfradio.h>
4z #include <1ibmeflash.h>
43 #include <libmfvtimer.h> v
3 ) 3
Logs & others x
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Note: The frequency offset and RSSI values displayed are unreliable, since they are
measured at the end of received data, which may be in the noise behind the transmitted
packet.
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Untriggered dumping of received data in BER test mode

3. Untriggered dumping of received data in BER test mode

The RX 1010 function of the AX-RadioLAB Basic & Regulatory Tests features (also known
as BER test mode) offers an alternative way of dumping received data.

In order to use this feature it is necessary to create an AX-RadioLAB project and set up
the parameters in the Kit Configuration and PHY panels as described above. Parameters
in the framing panel are unimportant here.

Press the yellow “calculate registers”, then the orange “Save & Write Output” button in
the AX-RadioLAB main panel. Then press the pink "Basic & Regulatory Tests” button and
adjust “"BER digits” to a practical value, e.g. 3 for datarates of 1kbps, 4 for 10kbps and 5
for 100kbps. Lower values give faster updates. Press the "RX 1010” button. Finally press
the light green “Edit TESTS” button to open the AXCode::Blocks IDE. Replace the line
“#undef DUMP_PACKET"” in main.c by “#define DUMP_PACKET".

Compile & download the firmware and open the Debug Link window as described in the
previous chapter. The Debug Link window should now periodically display the BER value
(which is meaningful only if a continuous 1010 bit stream is applied to at the antenna)
together with the received data.

Note: In this mode the radio chip periodically acquires the signal strength (AGC value)
and then freezes the AGC for receiving a block of 1000, 10000 or 100000 bits. Note, that
this mode is intended for continuous data. It is not well suited for dumping packet data.
Applying packet data will usually cause the AGC to settle and freeze in the gap between
packets. The packet will then overload the receiver stage.
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