
Embedded Security



IMPACT

• Damaged reputation

• Financial loss

• Decreased customer experience

• Intellectual Property (IP)/ Data loss

• Ransom

• Legal consequences

• Failure of functional safety systems

• Physical impact, injuries
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THREATS

• Sabotage – deliberate, destructive force used to 

prevent a system from working as intended. (DDOS 

(Distributed Denial of Service), Ransom ware, etc.)

• Reverse engineering – extracting information from 

a device or system in order to reproduce or copy it. 

Can also be used to access data on similar devices 

based on the knowledge gained during the reverse 

engineering process.

• HW counterfeit – Copy of a device, system or 

consumable; often difficult to distinguish from 

original and low quality. 

• Eavesdropping/ Man-in-the-middle – Breach of 

communication or data exchange in order to obtain 

information. 

MARKETS

Security affects every market and application that uses connectivity to send and receive data. Main differences regarding the 

level of protection and measures are based on the risk resulting from hacks as well as the legal framework and requirements.

Embedded Security
The advancements within semiconductor technologies and the increasing 
amount of connected objects create the necessity for embedded security.

The implementation and investment in effective 

security enables you to:

• Build reliable products

• Comply with data protection and safety 

requirements (e.g. EU-DSGVO/GDPR)

• Protect IP, Products, Quality and Revenue

• Prevent legal issues

• Stay in control of products, add-ons, extensions 

and consumables



The key to successful security implementations: Finding the balanced solution in your window of acceptable security 

EBV is a trusted partner for security design and supports you throughout every phase of the development process of the 

best suited security solution for your individual requirements.

All security implementations are based on three essential security principles.
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Design Support Supply Chain Long Term Commitment

Assess the level of security required Secure programming and reliable logistics Constant support and access to state-of-the-art se-
curity technology

Selection and integration of components Personalized hardware and certificates Support through specialized and skilled experts

Window of oportunity

Security

max.
cost

cost

Secure-it

Authenticity Integrity Confidentiality 

Do I talk to a valid partner or device? 
• ECC based asymmetric authentication (ECDSA)

• Symmetric authentication (HMAC, SHA, AES)

Is the data or code correct or modified?
• System characteristic measurement  

(Measured boot)
• Conditional key access

• Message signing (MAC)

Is the message encrypted and  
decrypted securely?

• Session key agreement (ECDH)
• Data encryption (AES 128, AES 256)

There is no “absolute” level of security – however there is 

a window of opportunity which makes hacking the device 

economically uninteresting. The maximum cost and the 

minimum expenses to achieve this level of protection define 

this window. 

Note: Security cannot be implemented into applications retrospectively, but has 

to be included in the design from the very beginning. A security flaw is never an 

isolated mistake but a system solution shortcoming.

Applications

• Router / Switch

• PLC

• Industrial computer

• Medical / Healthcare

• Accessories

• Spare parts / Option boards

• Batteries

• Consumables

• IoT device

• Smart Home & Building

• Lighting

• Cash register /POS

• Commercial vehicle

• Infotainment

• Smart Grid / Metering

Use Cases

• Login token (e.g. to cloud application)

• Prevent hardware copy

• Detect fake firmware

• Identify connected device

• Lifecycle management

• Enforce original hardware in safety applications

• Privacy protection 

• Data protection

• Remote device configuration / maintenance

• Secure data channel
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