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For PROFINET IRT

The FL SWITCH IRT switches offer optimum real-time
properties for PROFINET applications. They detect
PROFINET data packets based on their ID and forward
these data packets with the highest priority. The polymer
fiber ports can be configured to create interference-free
FO rings that can be diagnosed — optionally with an
additional FO branch.
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For Time-Sensitive Networking

With precise time synchronization in accordance with
IEEE 802.1AS, frame preemption, and PROFINET stream,
the FL SWITCH TSN 2300 switches enable you

to implement innovative TSN applications.

The TSN mechanisms increase the performance,
robustness, and availability of Ethernet networks.

Phoenix Contact 31






[— 1

i mPHCENIX
CONTACT
FL SWITCH GHS 12G/8
Ord. Ne. 29 89 200
xz9
MEM 208200 122 ek
i5ene LR TRRIRAIMI
00.AD 4524 BD 52
X1 x7
xz X8
X2 tid
X4 X10
X6 xm
X8 xi2

For very stringent requirements

Our most powerful switch is the modular managed

switch. As a Gigabit switch with optional layer 3 function,
it is particularly suitable for use as an automation backbone
and for connection to the higher-level company network.
A huge range of combinable media modules as well as use
in PROFINET RT and EtherNet/IP™ provide outstanding
flexibility.

Phoenix Contact 33




































Smart Camera Box

The Smart Camera Box securely connects
IP surveillance cameras to the video server.
The Box integrates the functions of
conventional connection boxes assembled
with standard DIN rail devices into one
compact device. This saves you time during
planning and installation. The integrated
mounting adapter for wall and mast
mounting makes installation much easier
and quicker. Numerous management

and monitoring functions ensure reliable
operation of the video system.
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Managed switches Splitter

The managed PoE switches offer a high degree
of flexibility with multiple port constellations
and high power budgets of 60 watts per port
for the use of PoE-operated high-power devices. easy and inexpensive way.
PoE-specific managed features make it possible

to control, plan, and monitor devices from

a remote location.

The PD 1001 PoE splitter splits data and power
locally and therefore enables even non-PoE-capable
devices to be installed in remote stations in an
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Industrial WLAN

The new WLAN 1100 and WLAN 2100 wireless
modules make it easy to install a fast and stable
WLAN network on your machines. The devices
feature two integrated antennas and single-hole
mounting, and are therefore particularly easy to
mount. The 1010 and 2010 versions also feature
an IP20 solution with external antennas and
connections.

WLAN 5100

The WLAN 5110 access point combines maximum
reliability, data throughput, and range in a compact
metal housing. Central cluster management makes
the configuration and maintenance of larger
WLAN networks considerably easier.
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High-performance firewall

The Centerport is a high-performance firewall
that can also be used as a central peer for
up to 3000 VPN tunnels.
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Remote maintenance: global, direct access
to controllers and Ethernet networks

s
EEEEE
TC ROUTER

a & & & &
wonor oo
| o - o
LL L L 1]

Remote control via the
cellular network

The TC ROUTER cellular routers

enable robust data connections over

4G LTE networks. This allows you to
establish a mobile broadband connection
for highly flexible site networking even
in harsh and demanding environments
where a wired Internet connection is
not available.
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Remote control via in-house cabling

With the Ethernet extender system, you can
easily connect large IP networks over distances

Remote control: secure and continuous
transmission of process data to the control center

of up to 20 kilometers using existing 2-wire cables.

The combination of unmanaged and managed
extenders enables particularly cost-effective
networking and central diagnostics of all devices
and paths via IP.

Phoenix Contact

57


















CHE CHe
LI

L
cH4 OH7 CHB

GW PL ETH/UNI-BUS

Converting the HART protocol

The new HART gateways convert the digital
HART protocol into Ethernet protocols,
HART-IP, Modbus/TCP, or PROFINET.

This means you can easily parameterize

and monitor HART field devices via
Ethernet networks. Thanks to the modular
HART to Ethernet gateway, you can
connect up to 40 HART devices.
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Converting the PROFIBUS and
INTERBUS protocols

Use the gateways and proxies to smoothly
integrate PROFIBUS and INTERBUS
applications into a PROFINET network.
Our gateways for PROFlsafe also enable
controller-independent and comprehensive
integration of functional safety.
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SFP modules

SFP (small form-factor pluggable)
modules enable you to flexibly use the
SFP ports of your Ethernet switches.
Whether you require singlemode or
multimode transmission, Fast Ethernet
or Gigabit, Phoenix Contact offers the
right SFP modules for your application.
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Network isolators

The FL ISOLATOR electrically isolates copper-based

Ethernet devices with transmission speeds of up to 1 Gbps.
The Ethernet isolator is simply installed upstream of the
network device that is to be protected. High-voltage areas

in power distributions up to 4 kV can thus be safely decoupled
from the data network, for example, and equipotential
bonding currents avoided.
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10 GBit/s

Reliable protection Fast data transmission Special shielding concepts

Reliable protection against extreme Fast data transmission with data rates Special shielding concepts with
up to 10 Gbps and components that meet 360° EMC shielding guarantee a high level

temperatures, liquids, vibrations,
the CAT6, standard. of resistance to EMI and ESD.

and UV light.
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40 GBit/s

Reliable protection High-quality patch cables High packing density

Reliable protection against extreme Large selection of patch cable versions for High packing density and large splice tray
temperatures, liquids, and UV light. all typical connection methods. in splice boxes for DIN rail and 19" mounting.
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Our range of services at a glance

Assessment and planning

Together, we will inspect your system

and analyze your individual threat and risk
situation, documentation, and processes.
You will receive a detailed report of
vulnerabilities, recommended actions,

and a list of measures required in order
to provide standard protection for your
system in compliance with IT baseline
protection.

We will develop customized solutions

and concepts for you which are based on
the industry standard. Whether you need
failsafe network structures, concepts for the
protection or remote maintenance of your
machinery, or high-performance wireless
networks: we will find the right solution

for you.

Implementation

We implement your security and network
requirements for you, so you can continue
to focus on your actual core competencies.
We provide assistance on site or handle
complete subtasks, which we implement
according to your specifications.

After our analysis has been carried out,
we will optimize the communication
relationships in your network to increase
performance and availability.

Maintenance and support

To ensure the availability of your system,
updates must be installed on a regular basis,
the firewall rules adapted, and messages
evaluated. As a user, there is little
administrative effort for you. In addition,
you will satisfy the burden of proof for
implementing measures in accordance with
state-of-the-art technology.

We focus on eliminating anomalies, such

as incorrect device configurations and any
security vulnerabilities that are identified.

If you have any questions about ICS security
and industrial communication, do not
hesitate to contact us.
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Seminars

Information security concerns all employees
in your company. Security-conscious and
responsible actions can be taken to prevent
failures and damage, thereby contributing
to the success of the company.

We provide awareness training courses and
practical training sessions that are tailored
to your individual requirements.
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CONTACT

Open communication with customers and

partners worldwide

Phoenix Contact is a global market leader based in Germany. We are known for producing
future-oriented components, systems, and solutions for electrification, networking, and
automation. With a global network reaching across more than 100 countries with over
17,100 employees, we maintain close relationships with our customers, something we

believe is essential for our common success.

Our wide variety of innovative products makes it easy for our customers to implement the
latest technology in a variety of applications and industries. Ve focus on developing the
fields of energy, infrastructure, process, and factory automation.

You can find your local partner at

phoenixcontact.com
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INSPIRING INNOVATIONS
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